INSTRUCTIONS FOR CHANGING JAVA SECURITY SETTINGS

Security settings regarding Java applets are becoming increasingly cumbersome to handle. We are actively working on replacing all
Java applets on our site with equivalent functionality provided by JavaScript applications.

In the meantime, enabling legacy Java applets may involve a number of steps including activating applets in the browser and allowing
them to run. The following two screenshots are just examples, and will vary with different browsers and applets:

Broken Applet? e OO0 Security Warning

Do you want to run this application?

/ 'E Publisher: ChemAxon Kft.
L0 Location: http://www.rcsb.org

Running this application may be a security risk

. Risk: This application will run with unrestricted access which may put your computer and
Activate Java Applet. personal information at risk. The information provided is unreliable or unknown so it
is recommended not to run this application unless you are familiar with its source

The certificate used to identify this application has expired.
More Information

Select the box below, then click Run to start the application

@ | accept the risk and want to run this application. [ Run ] | Cancel |

Load Chemical ID |

ChemAxon ° Show Options

In addition, for some applets you may need to change the applet security settings of your operating system. The following pages
provide detailed instructions with screenshots for both Windows and Mac for Java 7 Update 51.



Windows

(1) Go to Control Panel, click on Java and get to the Java Control Panel

(2) Under the Security tab, switch the Security level down to medium. With this level, all Java application will be allowed to run after presenting a
security prompt.
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Least secure setting - All Java applications will be allowed to run after presenting a
security prompt.
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Mac

(1) Go to System Preferences, click on Java and get to the Java Control Panel

@ System Preferences Edit View Window Help A

e 00 System Preferences

@ Java Control Panel '
00O Java
[« » | [ Showall Qaa

Java

The Java Control Panel opens in a separate window.

Ad ed}

About

View version information about Java Control Panel.

Network Settings

Network settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should

modify these settings.
Network Settings...

Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick
execution later. Only advanced users should delete files or modify these
settings.

[ Settings... ] [ View... ]

Java in the browser is enabled.  See the Security tab




(2) Under the Security Tab, click on the “Edit Site List...” button

@ Java Control Panel

E—
anan lava

800 Java Control Panel |
[Ceneral Update = Java Advanced]

8 Enable Java content in the browser
Security Level
l@l - Very High

High (minimum recommended)

- Medium

Java applications identified by a certificate from a trusted authority will be
allowed to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

Click Edit Site List...
to add items to this list. [

Edit Site List... )|

[ Restore Security Prompts ] [ Manage Certificates... ]

@ Cancel Apply

(3) Once you click on the “Edit Site List...” button, click “add” button and type in http://www.rcsb.org into the blank row.

@ Java Control Panel ® Java Control Panel
eWe! lava
sWs Java Control Panel - W3 Java Control P;ve;:
 General | Update | Java Advanced | = [ General Update  Java [JSITEE] e
[?] Enable Java content in the browser @I Enable Java content in the browser
Security Level Security Level
- Very High
[@ ﬂ Gn7laly) l@l H - Very High
806 Exception,Site List . -
8.0.68 ExceptionSitelisty

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts. Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

Click Add to add an item to this list.
Location

[IEERhttp:/ /www.rcsb.org

Add Remove

[ Add ] ( Remove J

“ly FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

“ly FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Coc ) [ conce |

[ ok | [ cancel |




(4) Once done typing in, click “add” button. You will get this security warning. Click “continue”. You'll return to security tab page.

& Java Control Panel
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lava | \ Java Control Panel —_

L‘i D O v Java Control Panel _ - | General | Update Java mu Advanced E
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(V! Enable Java content in the browser

@ Java Control Panel

[21 Enable Java content in the browser

Security Level

& n - Very High & I] - Very High

Security Level

. . . . . B .

Exception Site List e 00 Exception Site List k
Applications launched from the sites listed below will be allowed to run after Application§ Iauncheq from the sites listed below will be allowed to run after

the appropriate security prompts. the appropriate security prompts.

Location

| "I |http://www.rcsb.org

' Location

Securi

|

Warning - HTTP Location

-
Including an HTTP Location on the Exception '
Site List is considered a security risk .

Location: http://www.rcsb.org

Locations that use HTTP are a security risk and may compromise the
personal information on your computer. We recommend including only
HTTPS sites on the Exception Site List.

| Add | [ Remove |

“ly FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Click Continue to accept this location or Cancel to abort this change.

[ ok | [ cancel

Continue | | Cancel |




(5) Click “OK”. Hit APPLY or OK.

@& Java Control Panel

lava

Java Control Panel

[General Update @ Java mu Advanced

@ Enable Java content in the browser

Security Level

[@J - Very High

High (minimum recommended)

- Medium

Java applications identified by a certificate from a trusted authority will be
allowed to run.

Exception Site List

Applications launched from the sites listed below will be allowed to run after
the appropriate security prompts.

http:/ /www.rcsb.org

Edit Site List...

[ Restore Security Prompts ] [ Manage Certificates... ]

b—ﬂlﬁ—d [ Cancel ] Apply

(6) You are now done changing the Java settings to allow Java applets to run on rcsb.org.



